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h�RC& �i� �� 34��<��� ���� 8�&�D �<��� �� �"HW ��	 aW�� 8�WH9� �X� 3��X��� �X���� �X� " �
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F�"�� ���( 3�![" #�&� �! 4� 3���& �! 8�&�D [P��� �'Z	 4� �<�N�U 4�j6 �� ���� #"�� #�<&

�& �U��4� �4 ��D ����� .�& aW�� G��O& 4� 8�k6H& ��� ���l4 #�N�& ��	 ��X��� #����X�& 3�X�&

��	I����
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 �!���� �m�f 4�9 �� e���& 34" �"4 L�� 3�� 4� ������ "$�&I��NXU� PX���

��� ���� .
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 �� 34��<���2
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 34��<����0

1 Internet Banking 
2 Automatic Teller Machine 
3 Mobile  Banking 
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�WH9� m�V�� �W�� 4�9 �� �X!� .�X�� 4�

4�g�D� 5�K� �� 5<	[�<��� ��� 8�9�'
4�)h��	 �<'	 5�'] �� (��� ���� ���� #��� .

�XU�6 " 3p�XK��<
 �X	4 �� ��\�! �<��"��<K� 8H�6 _��� �	4 �� �(�
 �� ��&�XO& #�X	 3�

 3�jUCyber�&� [�X^�^� �� " "4 I�X� mX�& 5q�XV& �� �<� �<��"��<K� 34��<��� 3��� ��X�W 3�X!

 #����&IT ����<��� .

����:���� ������ �!� "#�����$ % &�� 

" PX��"��<K� 34��X<��� m�XV�� 4� "4 I�� ����&� 8�����
 �� _��� 34"�& 4��	�� ��� �� r�!

��4 ���4� �&� 3��� ���!4�� #$ 3��� �&�	�� .��4 
���X	 �X��$ 4� " ��	�� �&��W �'�( ��	 ���4� 3�!4��

P��� 4� ��(�& s�D 5��V& " ��U �t�" YR��& 3�!��� ���� u�iK .�X� �X��� �"NXK 84�X` 4� �vK

 
���	 �� �(�
 �<'	P��� �k� �4�&�6��9 [�&�� �� " �4�k�& s�D 3�! 3��X� 8L�Xgi& 4� ���X!

���  ��O�� ��	 ���4�.

���� �����& ���	 [��X	 ��XO�� 3�!4�� w���� " ���O
 [#��
 x����� �� ��� 4"�� ��� �� �����

 3��� �4 ��L 3����R��]P��� �
�WH9� m�V�� ���&� 34��Z& �6��9 �!�&� 3��(� "#$ 3��X��4�� �X� .

1 Telephone Banking 
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�� aZ'�& ����R��] ��� " I�����O
���&� 4� ���	 #����	4�� �R�W����4� �&�D 3��X(� " �4"�X�& 8

8�WH9� y��'
 3�jU ���&� "�t�" ���� 34��4�D�� �X��&� 8L�Xgi& �� G�X��& �'X� PX� 34"�X�U

 8�WH9� 4� ���	 ����&�	��.

�� �&��� 4� �U�Z&��4 �&� 3�!4�� F�"�� 3��� �& P��"��<K� 34��<��� YR��& 3�! m������ .

��Core Banking 
�� 4�k�&Core Banking[�&���� I�� 5D�� 4� �� ��� �<��� 3���4�� 3�! PX��� YXR��& 3�X!

 P��� #���4�� �R��" �� eZ	 " N��& 5z&)#���4�� (�& 4��] ������� �4�& �X� �4 �<��X� 8�&�XD " ��� 

�& 4��] #�����& 4���D� 4� N����& 4�9 �!� .�&���� ��� �z�� �!)��X� 5�'] �� 5X��i
 4�NXU� 34�� (4��D�X�

Client/Server ��4�� .

����	�
���
� ��

�� 	�� 
8��R�W �� �O�$ �� �� ��U�  ��O�� m�V��Core Banking �
�X�6 " x�XV6 L�X�Z& ���XV! �X��

 m�V��F�"�� �� �4�� ���� ��� �4��& 5�'] �� ����&� YR��& 3�!:

.�K�`� ���6�0��4�� :4�X` �X� F�"�� ����D4� ��\�! 4� ��4�� ���! ��� ��L H&�X� 8

���  ���6� 4"�� 3��� �{�C& .�X�� 4�X'W ��R� " ��� �� ������� �K�6 ��� 4� y��Z& @"4

YZl 3�4�� �� ��� 3���� 3�! .[#���4�X� 
��
 Y�Zl 4�'W 8��R� h����� y�z& #���W ��

 �X&���� �� �����X�� �X� 4�'W ��R� �]�� [�<'	 3"4 �� 4�'W ��R� ���	 3�X!Key Logger ��

� 3"4����� 3���<�� �R�6 " ��4�� �
��|&� �R&�XW PX� �K�X`� ���6� @"4 8�����
 �� 3�

��� .@"4 8H<�& ��� _U4 3��� �R&�W"� �K�`� ���6� 3�!E�X& ����X��� #$ 4� �X� ��X	

 4�'W ��R� �� �"HW)�6HC`� ��PIN2(����&� ���
 P� ��}��4�X� �X��! �X�4�� 3��X� N��

�& ������� ��	 .

.y���� ������ :" �X�4�� _��X�& �X� 3" ������ BC� ��� ��L ��4�� �K�`� ���6� �� F�

���  y���� .��K�{XV& " Y��Xb" [��XD ��X� " 5~	 �� ��V� P��� #���&4�� _]�" 4� 3�X!

���(� ��� �<�& ��4�� �! �������� " ��4�� �
"���& �&���� �D�� �� ������ �X� 3���4�� 3�!

	�� ��	�� �4 �!4"���.

1 Authentication 
2 Two-Factor 
3 Personal Identity Number 
4 Secure Token 
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.3�� �40��K�ZU ��4�� 3�! :I�� 4�k�& �� #���4�X� 
X��
 rHXD 8�&��X]� G�]" �� 3��  �X�

 #�����&��� 3�� �4 " ����
 N�� "��K�ZU ���  m�V�� [G�]" 84�` 4� �! �
�XWH9� 3�!

��K�ZU ��R� 3�! ���X� 34�\����X�"4 �4 ��U�  ��O�� 4��X] m�XV�� ���X& 4�X��D� 4� �4 �X��$ "

�& �!��.��� �<�& [�k� �4�& 8���N( " 34�\�����"4 BC� �� ��V� 3�� �4 8��R�W 
��


�&���� ���\� ��O�� �<'	 8�N��O
 �� " 3���4�� 3�! .����� #���W �� � � �4 ��(" � c��� P�

 ��D h�V6 �� 3���& P� h�V6 �� ��O& ��^ 4�9 ��m! �� �<� �� ��D #���� �X���� 5/��&

& ���<	 84�` 4�3���[�&���� 3�� �4 �4 � c��� #��
 .

.�\��&�i&E���� ��	 �K��'& 3�! :" ��4�X� �
��|&�� ��� ��	 �K��'& x�V6 8�WH9� �\��&�i&

@"4 �� ���� 4"�� �
 ���  ��&�
 34�\�N&4 #4�& 3�!��! FX� �� �4 8�XWH9� ���X	 #�X<&�

�	�� ��	��� �<'	 3"4 .��� ��U ��� �<�& y�z& #���W �� 3"4 �� �4 ��4�� P� 4�'W ��R� 3c

 �X�� ���� ������ 3" 8�4���D� " _���& �� I/� 3���� �� " ���� ���	 �<'	 .��X���! ���X	

 �K�& 8�WH9� �X`�gD m��X6 �X/� �X� �"HW [�<'	 3"4 �� #�����& h�V6 #���"��X	

�& ���
��&�/& 3��� 3����  �\�� 8H�6 �D�� ��O�� .

.�i`2���� ��'& 3�!��	 �K :���� 4�'�W� �� �O�$ �� 4��4�XD�� 3��X�� ��X��V6 �� �<��� 3�!

@"4 3�� 4�<� �� ���� �vK ��� " ��4�� �
��|&�� ��� ��	 �K��'& 8�WH9� �i` [e���& 3�!

��� ���j
 �<'	 3"4 �� �4 4"�� .�X� h�XV6 P� �� �(" y�/��� F�"�� 4� ����� #���W ��

���~
 �� � c��� [�\�� h�V6 �& ��D h�V6 �4��	 �� �g/& h�V6 �4��	 �]�� P� ����


�!� ��O�� �<��"��<K� .

.�� ��O&��^ ���U� ���� �� 3�� �R(LAN �'Z	 �� N��& :�<'X	 L�X�Z& �� �O�$ �� �XRi& 3�X!

�<'	 �� eZ	 " N��& c�X�� #�X<&� ���XV! 5Xg�& �X������ �� �R& �������� ��k� �&��W 3�!

��� �<'	 �� �!�<!��K�ZU ��O�� " Ph��D 3�! �4�� ��(" ���4�� .������� �� ��� ��L ��������

�4���� �� I
$ 3�!}��� 3�� �R( �RD�� �<'	 �� #�\��\�� c��� �� e���& .

.�� h��& 3�!�� ���� �� 3�� �R(LAN �'Z	 �� N��& :�<'	 y�g
� �� �(�
 �� �X� �Ri& 3�!

�<'	 �"4" �� ��� ��L �&��W 3�! x"��" �� mW� h��& 3�!�� ��� [�! e�� [�! �"�X
 3�!

 "...��	 3�� �R( �Ri& �<'	 �� .

1 Auditing 
2 Confidentiality 
3 Integrity 
4 Firewall 
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56 ��4 �&� 3�! m�V�� 3��� 3���Core Banking 8�X9�'
4� IX�� "� 4� �4LAN 8�X9�'
4� "

WAN �& #��� m��� .

��������� �������� 	���LAN 

N��& �� �
4�` 4� 4�X9 �X� �� ��	�� �Ri& �<'	 5D�� 4� ���!4"�� 3�4�� eZ	 �� P� �! ��

�& F�"�� #���4�� �� �Ri& �&� 3��� �& ������� ��!� #�X��� y�Xgi& �� �����X�� [�XRi& �<'	 3���

��� .���� ���	 
��
 y�gi& ��� ����� " �6��9 ����� ��� ��	 3��� .

5<	1�&� n�9 3���LAN #���� m�V�� �� �& #��� �4 �!� .F�"�X� PX� n�9 ��� 4� ��X�!�0

��X� #���4�� 3�!�
��|&�� �� P� �! 3"4 �� " ��U�  4��] �!4"�� 3�R( 4� #���� 4�NXU�Client #�X���

�& eg� ��	 .���X6� #�X��� 4"�X� wX��9 �� �X�� ��L ����� �R`� 3�!4"�� �� %�'
4� 3��� ��4�� �!

` 3" ������ ���(� " ��	 �K�`����  4�� .5X<
"�� PX� �� �����X�� �X� ��4�X� �K�`� ���6� �����U

 �R&�W"� 84�` �� " �`�g�D� �K�`� ���6�)" ��4�X� 3�X�� y"p�X& 3�� 4�X<� �X�PIN 3"(��XO��

�& ���  .��/U�& �K�`� ���6� �� F� 4��X]�� #���� 4"�� " ��4�� �
��|&�� ��� �&� 5��
 P� [��4�� N�&$

�& � ��R� �� ��	��� N&4 #$ #"4� ��	 �K��'& 3�!�&F�"�X� eX�
�
 ���X� " ��	 " �\��X&�i& 3�X! 

�i` ��&�
�&���  .

���':(�� )�*�+,#� "���LAN ��
�- �$ 

1 Server 
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��� r��	 H&�� ���4�� ��L ��� �� " ���� 5�W �<'	 ��L 4� #���� m�V�� .�X� 3��X�� ������X��

�&���� 4� ���~
 �RZU 3���4�� 3�!�	�� �!���� ��(" .�\�� r�9 �� P� #�X��� �X� �`�D F�"��

�& x4�$ s�g�D� F�"�� ��� ���4� ����
IP �� �����X�� �� �� ��� ��4�� �� 3��O& �X& #$ �X� #��X


�&���� 4� ��N( 8����~
 F�"�� [�RZU 3���4�� 3�!SSO0���� ���4� �<'	 4� �4 .�� ��4�� e�
�
 ����

 4�� P�Login � ���& �K�`� ���6� #���� m�V� �&���� " ��	 3��X�� [�K�`� ���6� ��( 3���4�� 3�!

��4��� ��4�� 4�'W ��R� " ��� ��U�  �� .�& ��`�D ��� �� 8�X9�'
4� �� %���& 8�WH9� �'� 3��� #��


���� ������� ��	 �K��'& 8�WH9� mO6 " ��	 5g�& 3��
4�� " �!4"�� ��k� #���4�� �� P� �!.

�X� ��XO&��^ ���U� c��� �� " ���� 5�W 3�] I
$ �4���� P� #���W �� #���� 4"��LAN 3NX��&

)Server Farm (�& 3�� �R( ��� .

��R��] 3�\�� s�D �� #���� m�V�� �� ���D �� �O��� 4��&��	 ���� 4�� �� ����
 �X� ��� ���

�& #��
Client ��� s�D �
��|&�� P� �� �"�i& �4 .� 4� 3"4 �� �X��
 ��4�X� �K�6 �� PX� �
��|&�X�

��	 5g�& #���� m�V�� �� ��� 4��] ��	 ���Z
 ���& �R��" �� �� ���& .

F�"�� �� ��
4�'W n�9 ��� 4� ��	 ���4� ����&� 3�! :[��4�X� �X����� y���� [��4�� �K�`� ���6�

���� �i` " �\��&�i& �!4"�� �� c��� �� 3�� �R( [��	 �K��'& 3�! �X�K�ZU 3�� �4 [4� ��4�X� 3�X!

 �<'	 BC�)#�&� 5&�	 "�D " �"4" ��! " �(... "#�<&����4� F�"��SSO.

��������� �������� 	���WAN 

m�V�� 4�Core Banking w��9 �� N��& �� eZ	 ��� %�'
4� " ��	�� �R/�V& �Ri& �<'	 �'Z	 �! [

WAN �& ��O�� ���  .�<'	 �& �4 eZ	 �Ri& 3�! m�V/
 ��� �"�  "� �� �� ��� P� �� #��
 ���� 3���:

.�	
� �
��� �� ���� ���� ���� ���:�<'	 ��� 4� " ���X� m� #��N�& 3�!�
��|&�� ���Z
 [�!

�& �Ri& 4"�� �]�U �<'	 �	�� .�&���� �Xi
 eZX	 ��� 4� ������� �4�& �<��� 3���4�� 3�!

 84�g� " ���� �"���"Client/Server � ��F�"� ��X�!� 4� _X]�" 3�X!LAN NX��& �<'X	 3

��4�� %�'
4� .eZ	 ��� #��N�& 3�!�
��|&�� BC� 4�[���� ���Dc ���V6 8�WH9� ���\��!

F�"�� BC� 4� 8�WH9� "���!� 3�! �& ������� " ���Dc 3N��& ��� .

.�	
� ��
��� ��� �� ����� ���� ��� :�<'X	 �X�� \�!�X� eX���
 �XRi& 3�X!�G��X�� �� �

3�!�
��|&��PC [Mini ��Mainframe m�V�� �� 5X&�W YXR��& 3�X!DOS [�"�X��" [Unix [

OS/2 "...�&���� G���� "�& �<��� 3���4�� 3�! ��	�� .�&���� 4� �����X�� �4�X& 3���4�X� 3�!

 
1 Single Sign On 
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F�"�� �� eZ	 ��� ���!� F�"�� �� �� eZ	 #��! �Ri& 3�! ���!� 4� _]�" 3�!N��& %�'
4�

��4��.�<'	 G�� ��� 4� F�"�� �� #��N�& 3�!�
��|&�� BC� 4� �! ���!� �Ri& 3�![8�XWH9�

��V6�h�V6 ��k� �4�� ��(" #�����& 3�!.

��4 �&��� 4� 56�&� 3�! �& #��� �"�  "� �� P� �! 3��� 3��� ��� .

"#$%&�$ ���� '(� ���)�
��� �� ���� 

�&� 4�k�& �� �&���� 3��� ���4�� 3�! �X&� @"4 ����& [�K�6 ��� 4� 38�X9�'
4� 3��X�LAN �� [

�&� y�gi& �	 �!��D ������� #���� �<'	 3��� .5<	;�&� n�9 ��� �& #��� �4 3��� �!� .��� 4�
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