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- Stateful Packet Filter

Firewall - NAT/PAT

- Subnet to Subnet

- AHand ESP Protocols

- Proprietary Algorithm

- Standard Algorithm (AES,3DES)

- IKE

- NAT Traversal

- Automatic & Manual Key

- DH Groups 2,14,15,16,17,18

- Protected sensitive information with Secure Module

- Peer authentication methods : Preshared Key, Public Key

IPSec VPN

- Support Standard Algorithm
PPTP VPN - Authentication Method (PAP,CHAP,MS-CHAP,MSCHAPV2)
- Connection to RADIUS

- Local
User Authentication - RADIUS
- Active Directory

- Time and Byte limitation (Daily, Weekly, Monthly)
- Connection Accounting

- Daily Accounting

- User Accounting

Accounting




Access Control

Various user groups Definition
Network access policy per group
Bandwidth management per group
Web access filtering per group
Time and Byte limitation per group

Web Control

Caching

URL Filtering

Transparent Proxy

Non Transparent Proxy (User Authentication via local Users &
RADIUS)

Online Users Web Access Report

Antivirus

Support ClamAV
Support Kaspersky

Bandwidth
Management

Dynamic Shaping
Dynamic Sharing
Policy Definition per Group of Users

IDS

Support Various Signatures
Various Log Reports

Networking

Static Routing
DHCP Server
DNS Forwarder

System

Log Management

Graphical Monitoring of System Resources

CLI Console

Secure Web Console Based on Security Protocol

Security Module

Protection of Sensitive Information
Two Factor Authentication of Manager
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Firewall Throughput 300 Mbps
Concurrent Sessions 100.000
New Session Per Second 2000
Max Security Policy 500
Maximum VPN Throughput (IPSec) 90 Mbps
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Network Interfaces 3 10/100 Mbps
USB Ports 4
Dimension 426 * 228 * 43 mm

Weight 8 kg




